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FEATURE ARTICLE

Awash in a Sea of Technology

When I went to work for a Wall Street law firm in 1978, I was impressed by 
the technology available to lawyers and staff. Each lawyer had a multiline 
telephone with conference call capabilities and a portable cassette 

dictation machine. Secretaries had IBM correcting typewriters, and there were 
Wang word processors operated by specialists for document production. Lawyers 
entering the profession today can only see such an office in a museum. Over the 
past forty years, the legal profession—like the rest of the world—has undergone a 
technology revolution. Like all revolutions, this one has brought immense benefits 
as well as incredible pains to those at its center.

Throughout the history of the legal profession, technology has had immense 
impacts on law practice. The introduction of typewriters in the last quarter of 
the nineteenth century, for instance, radically changed the speed and accuracy of 
document production and, eventually, helped make way for women in the law office.1  
Today’s digital revolution has affected not simply document production, but every 
aspect of law practice from communications, to information storage, to marketing. 
Lawyers who are unwilling to adopt new technologies face losing their clients to 
others who adopt more efficient means of doing business. There are certainly many 
lawyers who are cautious in adopting new technologies, but market realities, cost 
efficiency, and the Rules of Professional Conduct now make the knowledge and use of 
new technologies critical. Such use also carries with it multiple dangers for lawyers, 
including the possibility of running afoul of the Rules of Professional Responsibility.

The basic rule that affects lawyer knowledge and use of technology is Rule 
1.1. KRPC and MRPC Rule 1.1 state:

A lawyer shall provide competent representation to a client. Competent 
representation requires the legal knowledge, skill, thoroughness and 
preparation reasonably necessary for the representation.

Comment 8 to the Kansas rule states:

To maintain the requisite knowledge and skill, a lawyer should keep 
abreast of changes in the law and its practice, including the benefits 

1	 M.H. Hoeflich, “From Scriveners to Typewriters: Document Production in 
the Nineteenth-Century Law Office,” 16 Green Bag 2d 395 (Summer 2013), available 
at http://greenbag.org/v16n4/v16n4_articles_hoeflich.pdf/.

http://greenbag.org/v16n4/v16n4_articles_hoeflich.pdf
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and risks associated with relevant technology, engage in continuing 
study and education, and comply with all continuing legal education 
requirements to which the lawyer is subject.

Comment 6 to the Missouri Rule reads the same.

The Comments quoted above do not state that a lawyer is required to use 
technologies, but both court cases and ethics advisory opinions have found that 
failure to use a technology that is widespread and reasonably affordable may well 
constitute a breach of Rule 1.1. Other provisions make it even clearer that lawyers 
must incorporate new technologies into their practice when failure to do so would 
violate the Rules and potentially harm clients. For instance, KRPC Rule 1.6 (c) 
provides:

A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information 
relating to the representation of a client.

Comment 26 to KRPC 1.6 offers:

Paragraph (c) requires a lawyer to act competently to safeguard 
information relating to the representation of a client against 
unauthorized access by third parties and against inadvertent 
or unauthorized disclosure by the lawyer or other persons who 
are participating in the representation of the client or who are 
subject to the lawyer’s supervision. See Rules 1.1, 5.1, and 5.3. 
The unauthorized access to, or the inadvertent or unauthorized 
disclosure of, information relating to the representation of a client 
does not constitute a violation of paragraph (c) if the lawyer has made 
reasonable efforts to prevent the access or disclosure. Factors to be 
considered in determining the reasonableness of the lawyer’s efforts 
include, but are not limited to, the sensitivity of the information, the 
likelihood of disclosure if additional safeguards are not employed, 
the cost of employing additional safeguards, the difficulty of 
implementing the safeguards, and the extent to which the safeguards 
adversely affect the lawyer’s ability to represent clients (e.g., by 
making a device or important piece of software excessively difficult 
to use). A client may require the lawyer to implement special security 
measures not required by this Rule or may give informed consent to 
forgo security measures that would otherwise be required by this 
Rule. Whether a lawyer may be required to take additional steps to 
safeguard a client’s information in order to comply with other law, 
such as state and federal laws that govern data privacy or that impose 
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notification requirements upon the loss of, or unauthorized access 
to, electronic information, is beyond the scope of these Rules. For a 
lawyer’s duties when sharing information with nonlawyers outside 
the lawyer’s own firm, see Rule 5.3, Comments [3]-[4].

MRPC 4-1.6 is substantially the same as KRPC Rule 1.6. And Comments 15 and 16 
to MRPC 4-1.6 note:

[15] Paragraph (c) requires a lawyer to act competently to safeguard 
information relating to the representation of a client against 
unauthorized access by third parties and against inadvertent or 
unauthorized disclosure by the lawyer or other persons who are 
participating in the representation of the client or who are subject 
to the lawyer’s supervision. See Rules 4-1.1, 4-5.1, and 4-5.3. 
The unauthorized access to, or the inadvertent or unauthorized 
disclosure of, information relating to the representation of a client 
does not constitute a violation of paragraph (c) if the lawyer has made 
reasonable efforts to prevent the access or disclosure. Factors to be 
considered in determining the reasonableness of the lawyer’s efforts 
include, but are not limited to, the sensitivity of the information, the 
likelihood of disclosure if additional safeguards are not employed, 
the cost of employing additional safeguards, the difficulty of 
implementing the safeguards, and the extent to which the safeguards 
adversely affect the lawyer’s ability to represent clients (e.g., by 
making a device or important piece of software excessively difficult 
to use). A client may require the lawyer to implement special security 
measures not required by this Rule or may give informed consent to 
forgo security measures that would otherwise be required by this 
Rule. Whether a lawyer may be required to take additional steps to 
safeguard a client’s information in order to comply with other law, 
such as state and federal laws that govern data privacy or that impose 
notification requirements upon the loss of, or unauthorized access 
to, electronic information, is beyond the scope of these Rules. For a 
lawyer’s duties when sharing information with nonlawyers outside 
the lawyer’s own firm, see Rule 4-5.3, Comments [3]-[4].

[16] When transmitting a communication that includes information 
relating to the representation of a client, the lawyer must take 
reasonable precautions to prevent the information from coming into 
the hands of unintended recipients. This duty, however, does not 
require that the lawyer use special security measures if the method 
of communication affords a reasonable expectation of privacy. 
Special circumstances, however, may warrant special precautions. 

https://www.courts.mo.gov/courts/ClerkHandbooksP2RulesOnly.nsf/c0c6ffa99df4993f86256ba50057dcb8/20fd60132de3411886256ca6005211b4?OpenDocument
https://www.courts.mo.gov/courts/ClerkHandbooksP2RulesOnly.nsf/c0c6ffa99df4993f86256ba50057dcb8/20fd60132de3411886256ca6005211b4?OpenDocument
https://www.courts.mo.gov/courts/ClerkHandbooksP2RulesOnly.nsf/c0c6ffa99df4993f86256ba50057dcb8/f264eb01f0599e3186256ca6005211e3?OpenDocument#RULE%204-5.3%3A%20RESPONSIBILITIES%20REGA
https://www.courts.mo.gov/courts/ClerkHandbooksP2RulesOnly.nsf/c0c6ffa99df4993f86256ba50057dcb8/f264eb01f0599e3186256ca6005211e3?OpenDocument
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Factors to be considered in determining the reasonableness of the 
lawyer’s expectation of confidentiality include the sensitivity of the 
information and the extent to which the privacy of the communication 
is protected by law or by a confidentiality agreement. A client may 
require the lawyer to implement special security measures not 
required by this Rule or may give informed consent to the use of a 
means of communication that would otherwise be prohibited by this 
Rule. Whether a lawyer may be required to take additional steps in 
order to comply with other law, such as state and federal laws that 
govern data privacy, is beyond the scope of these Rules.

The Comments to Rule 1.6 are helpful. 

It is especially important to consider their use of the term “reasonable.” 
“Reasonable” is a defined term in the Rules:

“Reasonable” or “Reasonably” when used in relation to conduct by a 
lawyer denotes the conduct of a reasonably prudent and competent 
lawyer.

KRPC 1.0(i); MRPC Rule 1.0(h). Generally, when a text defines “reasonable” in 
this way, it sets a community practice standard (i.e., it is reasonable to do what 
other lawyers similarly situated are doing). The difficulty with this standard when 
dealing with the ethics of adopting new technologies is that law practice technology 
changes almost on a daily basis. Further, the knowledge base of lawyers as regards 
technology is immensely varied. A few hours of CLE on law practice management is 
unlikely to provide sufficient expertise to a technically challenged lawyer to permit 
him or her to make necessary decisions on technology.

Even more problematic, in areas like confidentiality, are the increasingly 
frequent and severe threats which hackers and natural disasters pose. In past 
columns, we have spoken frequently about new advice from the ABA Committee on 
Ethics and Professional Responsibility on such issues as the ethical responsibilities 
of lawyers in disaster situations (Formal Opinion 482) and cyberattacks (Formal 
Opinion 483). These advisory opinions worry many lawyers because of the burdens 
they place on lawyers and the financial consequences of meeting the standards they 
set. Indeed, most experts now believe that no amount of precautions can guarantee 
that one can fend off all cyberattacks. In a situation where no amount of effort can 
stop a cyberattack, what efforts are reasonable?2

2	 Even the largest and most sophisticated law firms have not been immune 
to cyberattacks as is illustrated on the attack upon and subsequent travails of 
Covington & Burling. See https://news.bloomberglaw.com/business-and-practice/

https://news.bloomberglaw.com/business-and-practice/covington-fights-sec-push-for-client-data-in-cyber-attack-probe
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The speed with which new technologies are being introduced is also a 
notable problem for lawyers trying to adapt their practices to them. In the past 
few years, artificial intelligence has been applied to “chatbots,” a development that 
promises more radical changes in law practice and society generally.3 Chatbots hold 
out the promise of revolutionizing law firm communications, marketing, and even 
document production. However, as with most new and revolutionary technologies, 
they also pose many potential ethical pitfalls for lawyers.

The point of the above discussion is: rapidly changing technologies that can 
disrupt existing practice pose significant problems for practicing lawyers in all sectors 
of the legal profession. The rapidity of technological change and the speed with which 
ethical guidance can be provided is another complicating factor. Furthermore, the 
increasing complexity of new technologies present almost insuperable challenges to 
the average lawyer. When correcting typewriters were introduced into law offices, 
virtually all lawyers could understand how they functioned. When fax machines were 
introduced, they, too, were comprehensible, although the problem of inadvertent 
transmission of client confidential information soon became an ethical issue to be 
resolved with some difficulty. But how many lawyers today can honestly say that 
they understand chatbots or the ethical perils they may face by using chatbots in 
their practices? I would suggest that we are “awash in a sea” of technology that may 
soon drown many of us.

Is the situation hopeless? Is there nothing that we can do about it? Happily, 
I think that there are things that the legal profession can do to ameliorate this 
situation. Here are a few suggestions:

1.	 Law schools should teach at least one course on practice management, 
including technology considerations, and make this a requirement of their 
professional responsibility coursework.

covington-fights-sec-push-for-client-data-in-cyber-attack-probe.
3	 For a definition of chatbot, see https://www.oracle.com/chatbots/what-is-a-
chatbot/: “At the most basic level, a chatbot is a computer program that simulates 
and processes human conversation (either written or spoken), allowing humans 
to interact with digital devices as if they were communicating with a real person. 
Chatbots can be as simple as rudimentary programs that answer a simple query 
with a single-line response, or as sophisticated as digital assistants that learn and 
evolve to deliver increasing levels of personalization as they gather and process 
information.” There is a growing literature on legal ethics and chatbots. For a simple 
explanation of the issues, see Mark. C. Palmer, “Ethical Considerations of Legal 
Chatbots,” AttorneyatWork.Com (Last Updated Sept. 10, 2022), available at https://
www.attorneyatwork.com/legal-chatbots-ethical-considerations-for-law-firms.

https://news.bloomberglaw.com/business-and-practice/covington-fights-sec-push-for-client-data-in-cyber-attack-probe
https://www.oracle.com/chatbots/what-is-a-chatbot/
https://www.oracle.com/chatbots/what-is-a-chatbot/
https://www.attorneyatwork.com/legal-chatbots-ethical-considerations-for-law-firms
https://www.attorneyatwork.com/legal-chatbots-ethical-considerations-for-law-firms
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2.	 Lawyers should be required to take CLE courses on legal technology, just as 
they are required to take CLE courses on professional responsibility.

3.	 The ABA should consider appointing a special commission on legal 
technology, which would produce a model code of best practices for adopting 
and using legal technology. Such a commission would have to continuously 
update this technology code at least on an annual basis.

4.	 State and local bar associations should consider negotiating group prices 
for a range of technology assistance for lawyers including cyber security, 
technology training, and office technology monitoring.

5.	 The ABA or state bar associations should consider producing an online 
compendium of new cases and rulings on technology, professional 
responsibility, and legal malpractice.

These are only a few possible ways to help to alleviate the difficulties accelerating 
legal practice technologies. One additional possible action, which could be taken 
quickly, would be for state Supreme Courts to appoint special commissions on legal 
ethics, legal malpractice, and new technologies, and charge these committees with 
producing codes of best practices and/or establishing online resources on these 
topics for members of the Bar. To continue the metaphor used in the title of this 
column, if we, as a profession, are not to drown, we must start bailing out the boat.

•



4:2	 Legal Ethics & Malpractice Reporter	 9

NEW AUTHORITY

Replying All to an Email

On September 19, 2022, the Supreme Court of Virginia issued Legal Ethics 
Opinion 1897 to answer the question:

whether a lawyer who receives an email from opposing counsel, 
with the opposing party copied, violates Rule 4.2 if he replies all to 
the email, sending the response to both the sending lawyer and her 
client.

Rule 4.2 is identical in Virginia, Kansas, and Missouri. All state:

In representing a client, a lawyer shall not communicate about the 
subject of the representation with a person the lawyer knows to be 
represented by another lawyer in the matter, unless the lawyer has 
the consent of the other lawyer or is authorized to do so by law or a 
court order.

VRPC 4.2; KRPC 4.2; MRPC 4-4.2. 

	 Virtually all available email programs present users the option of either 
replying solely to the sender of an email or to the sender and all named recipients. If 
the original email recipient list includes a client of the sender, then a recipient chose 
to “reply all” would be sending his email to a represented person without explicit 
consent of that person’s lawyer. While this may appear to run afoul of Rule 4.2, 
the fact is that very few lawyers would even think about this as a potential ethical 
violation. Thus, it is not at all surprising that the Virginia opinion concluded as to 
the question posed:

[T]he answer is no, Rule 4.2 is not violated. A lawyer who includes 
their client in the “to” or “cc” field of an email has given implied 
consent to a reply-all response by opposing counsel.

Opinion 1897.

The Virginia Supreme Court’s Opinion is based upon a pragmatic view 
of how our practice of law, the Rules of Professional Responsibility, the ubiquity of 
technology in the law office, and common sense must merge to protect lawyers from 
innocent and unforeseen violations of the Rules:

Ethics opinions from a number of other jurisdictions have concluded 
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that a lawyer copying his client does not always provide consent to 
communication by opposing counsel. While cautioning that it is 
best practice to blind copy all recipients or separately forward an 
email to the lawyer’s client, the opinions conclude that failing to 
follow that best practice does not provide consent under Rule 4.2 
and that the receiving lawyer must review the list of recipients and 
remove the opposing party from his response. A recent opinion 
from New Jersey reaches the opposite conclusion, expressly rejecting 
the reasoning of those other jurisdictions to find that lawyers who 
include their clients in the “to” or “cc” field of a group email will 
be deemed to have provided implied consent to a reply-all response 
from opposing counsel. The committee believes that a bright-line 
rule is appropriate here, rather than a “totality of the circumstances” 
test used in the opinions of other states, for example North Carolina 
and Washington. Both lawyers who are trying to comply with the 
Rules while practicing law, and the disciplinary process that seeks 
to impose discipline on lawyers who do not comply with the Rules, 
benefit from an unambiguous answer to allow lawyers to engage in 
the communications they are permitted to have while making clear 
that there are certain communications that are off-limits.

Id. The Opinion concludes with additional practical advice for lawyers:

The committee reiterates that the lawyer sending an email should 
control the recipients and who may respond by using “bcc” for 
all recipients, or separately forwarding the email to the lawyer’s 
client. Including or copying the lawyer’s client risks not only that 
the opposing lawyer, or another recipient of the email, will respond 
directly to the lawyer’s client, but also that the lawyer’s client will 
respond in a way that the lawyer would not advise or desire. All of 
these issues can be prevented by appropriately limiting the recipients. 
Lawyers should note further that merely blind copying their own 
client, while including other recipients in the “to” field, will not 
fully prevent these issues; a blind copied client may still be able to 
reply all to everyone who was in the “to” field of the original email. 
All recipients must be blind copied to avoid the risk of a reply all 
response.

Id.

	 We should congratulate the Virginia Supreme Court for this opinion, which 
shows a sensitivity both to the importance of maintaining the integrity of the Rules 
of Professional Responsibility as well as the realities of modern law practice.
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ETHICS & MALPRACTICE RESEARCH TIP

New Articles from  
The Current Index of Legal Periodicals

1.	 Vanessa A. Kubota, “Subjective Feeling or Objective Standard? The Misuse of 
the Word ‘Repugnant’ in the Model Rules of Professional Conduct,” 35 Geo. J. 
Legal Ethics 259 (2022).

The meaning of the word “repugnant” is critical to the proper 
interpretation of Rule 1.16.

2.	 Stephen R. McAllister, “A Lucky Kansas Lawyer,” 70 U. Kan. L. Rev. 713 (2022).

Steve is one of the leading appellate lawyers in Kansas. His career as teacher, 
lawyer, and public servant is a model.

3.	 Anthony J. Sebok, “The Rules of Professional Responsibility and Legal Finance: 
A Status Update,” 57 Wake Forest L. Rev. 777 (2022).

Litigation finance has become a popular source of funding for 
expensive cases. Professor Sebok, who is one the leading experts on 
this practice, provides an important update on recent ethical issues. 

•
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A BLAST FROM THE PAST

Excerpt from The Moral, Social, 
and Professional Duties of Attornies 

and Solicitors (1848)

Maintain inviolate the secrets intrusted (sic) to you in your 
professional capacity.  You must not betray them on any pretense,—
on any provocation whatever.  To be thought capable of doing 
so, could quickly end in your ruin; whether springing from mere 
heedlessness and volubility, or intentional breach of confidence.  The 
ingratitude, however cruel, of a client, is, I repeat, no justification 
whatever of such unfaithfulness, on your part, to your sworn trust.  
And as to heedlessness, cultivate its opposite: cherish a humour of 
cautious reserve : be ever on your guard.  Observe your experienced 
seniors, and imitate their discreet silence, whenever topics are 
touched upon which may, though never so remotely, affect interests 
intrusted to their keeping.

—Samuel Warren, The Moral, Social, and Professional Duties of Attornies and 
Solicitors, 331-338 (William Benning and Co., London 1848).

•
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